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MotivationsMotivations
•• What are the Modus Operandi of the What are the Modus Operandi of the 

perpetrators? perpetrators? 

•• Who has data to validate in a rigorous way Who has data to validate in a rigorous way 
any kind of taxonomy and/or profiling any kind of taxonomy and/or profiling 
model?model?

•• Are the threats changing?Are the threats changing?

•• How can we figure out if we are facing How can we figure out if we are facing 
script kiddies and/or script kiddies and/or «« organized crimeorganized crime »»
??
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Motivations (ctd.)Motivations (ctd.)

•• Darknets and Internet telescopes are Darknets and Internet telescopes are 
based on the assumption that lessons based on the assumption that lessons 
learned from the observation of attacks at learned from the observation of attacks at 
a given place can be extrapolated to the a given place can be extrapolated to the 
whole Internet. whole Internet. 

•• How do we know if that assumption holds?How do we know if that assumption holds?

•• What about a What about a deploymentdeployment of of smallsmall
honeypot sensors placed in a lot of various honeypot sensors placed in a lot of various 
locations?locations?
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Honeypot FamiliesHoneypot Families
•• HighHigh--InteractionInteraction

–– Real Environments at the mercy of attackersReal Environments at the mercy of attackers
–– Record hacker shell commandsRecord hacker shell commands
–– Hard monitoring, legal issuesHard monitoring, legal issues
–– CostfulCostful (resources, maintenance, licenses, etc)(resources, maintenance, licenses, etc)

•• LowLow--InteractionInteraction
–– Superficial BehaviorSuperficial Behavior
–– SaferSafer
–– Scalable and flexibleScalable and flexible
–– Cheap (many open projects or homeCheap (many open projects or home--built tools)built tools)

•• Any qualitative and quantitative comparison?Any qualitative and quantitative comparison?
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First Honeypot Environment: H1First Honeypot Environment: H1

•• High Interaction Experimental Setup H1High Interaction Experimental Setup H1
–– VMWareVMWare--basedbased
–– Ethernet switchEthernet switch
–– NonNon--persistent diskspersistent disks
–– ARP SpoofingARP Spoofing
–– Three virtual machines:Three virtual machines:

IPsIPs=X.X.X.1, X.X.X.2, X.X.X.3=X.X.X.1, X.X.X.2, X.X.X.3
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Second Honeypot Environment: H2Second Honeypot Environment: H2

•• Low Interaction Experimental Setup H2Low Interaction Experimental Setup H2
–– HoneydHoneyd--basedbased
–– ARP ProxyARP Proxy
–– 3 Operating Systems Profiles (from 3 Operating Systems Profiles (from nmapnmap & & 

xprobexprobe fingerprints database)fingerprints database)
–– Port Status (from scanning)Port Status (from scanning)
–– Emulated ServicesEmulated Services
–– Three virtual machinesThree virtual machines

IPsIPs=X.X.X.7, X.X.X.8, X.X.X.9=X.X.X.7, X.X.X.8, X.X.X.9
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Comparison: In ShortComparison: In Short……
•• H1 and H2 are in a French academic NetworkH1 and H2 are in a French academic Network
•• 3 months (August3 months (August--October 2004) of data collectionOctober 2004) of data collection
•• Not hidden behind a firewallNot hidden behind a firewall
•• Data daily collected and stored in a SQL database.Data daily collected and stored in a SQL database.

–– Enriched Information (geographical location, Passive OS Enriched Information (geographical location, Passive OS 
fingerprinting, fingerprinting, whoiswhois queries, TCP statsqueries, TCP stats……))

–– Analysis Analysis 
•• Grouping of  attacks sharing same fingerprint on the platform Grouping of  attacks sharing same fingerprint on the platform 

into clustersinto clusters
•• Particular Attention to losses and reordering (with IPID fields,Particular Attention to losses and reordering (with IPID fields,

TCP sequence numbers, etc)TCP sequence numbers, etc)
•• And others (time series)And others (time series)

•• H1: 480700 received packets (40x more than H2)H1: 480700 received packets (40x more than H2)
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Global Statistics AnalysisGlobal Statistics Analysis
•• Attacking CountriesAttacking Countries
•• Passive OS FingerprintingPassive OS Fingerprinting
•• Top10 Targeted PortsTop10 Targeted Ports
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Attack CategoriesAttack Categories

Grouping attacks according to the number of Virtual Machines 
they have targeted on each Honeypot Environment
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Type III AttacksType III Attacks
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Type III Attacks (cont.)Type III Attacks (cont.)
-All IPs are common to both environments
-They send very few packets in general
-Impact of packet losses

⇒ Broad-sweeping scans

⇒ On the usefulness of deploying
honeypots using hundreds of IP addresses?

⇒ In-sequence Scanning 
(New IP = current IP +1)

⇒ What about blacklisting the IPs?
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Type II AttacksType II Attacks

•• 88% => 88% => ResidusResidus of Type III attacksof Type III attacks
(many confirmation techniques)(many confirmation techniques)

•• 9% => Scanning one out of two 9% => Scanning one out of two IPsIPs
(new IP = current IP + 2)(new IP = current IP + 2)

•• 3% => Attacks on the sole two Windows virtual 3% => Attacks on the sole two Windows virtual 
machines. Where is coming the information?machines. Where is coming the information?
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Type I AttacksType I Attacks

•• 60 % of the observed attacks60 % of the observed attacks
•• Similar global statsSimilar global stats
•• ButBut……
•• Here, Here, IPsIPs are not observed on both H1 are not observed on both H1 

and H2and H2……
•• Could we also determine if they are Could we also determine if they are 

associated to same attack processes?associated to same attack processes?
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Type I Attacks (cont.)Type I Attacks (cont.)

• Very few broad-sweeping scans residus (i.e. two packet losses at least)

• Random Propagation Strategy
• Identification by using the clustering method we have developed

• Large clusters, some of them being identified and labeled
• Attack fingerprints found on both H1 and H2
• No favorite target (i.e. machines are equally targeted)

• And the others…
… particular to each platform H1 or H2…. And to a given virtual machine…

focused and original Attacksfocused and original Attacks
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ExamplesExamples
•• Example 1Example 1 •• Example 2Example 2
Attacks on port 25666
Of Mach0 (H1) only

! Observed 387 times
! From 378 distinct IPs
! During three months 
! Very regular (day after day)

! Source ports=80,8080
! TCP flag set=RST-ACK

! Residus of DoS attacks 
on web servers
(Backscatters)

Attacks on port 5000
Of Mach1 (H2) only

! From 75 distinct IPs
! Half a dozen TCP Syn packets
! No payload

! UPnP port 5000
! often associated to Bobax or 
Kibuv worms… but… does not 
match their random scanning 
activities

! So?
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Interaction DifferencesInteraction Differences

•• How to periodically validate the relevance How to periodically validate the relevance 
of H2 configuration of H2 configuration wrtwrt to H1 data?to H1 data?

•• Are the actions bound to each port Are the actions bound to each port 
sufficient in H2?sufficient in H2?

•• Idea: the more different attacks interact Idea: the more different attacks interact 
with a port (from H1 observation), the with a port (from H1 observation), the 
more important it is that more important it is that HoneydHoneyd runs an runs an 
interactive script behind the port.interactive script behind the port.
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Interaction validationInteraction validation
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Interaction validationInteraction validation

•• It is often sufficient just to open a port It is often sufficient just to open a port 
ex: 111 (RPC), 515 (ex: 111 (RPC), 515 (LPRngLPRng).).

•• Few scripts are not interactive enough (on Few scripts are not interactive enough (on 
netbiosnetbios ports especially)ports especially)

•• These tendencies might change over These tendencies might change over 
monthsmonths……
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First conclusionFirst conclusion
•• Comparison between H1 and H2 brings three Comparison between H1 and H2 brings three 

concrete outcomes:concrete outcomes:
–– Relevance of the configuration of Low Interaction Relevance of the configuration of Low Interaction 

honeypotshoneypots
–– Low Interaction Low Interaction honeypotshoneypots capture interesting capture interesting 

information, without introducing particular bias.information, without introducing particular bias.
–– Surprising attacks specific to a given machineSurprising attacks specific to a given machine

•• Low Interaction Low Interaction honeypotshoneypots provide a good provide a good 
representative source of information. representative source of information. 
HighHigh--Interaction Interaction honeypotshoneypots are good are good 
etalon systems.etalon systems.
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Analogies?Analogies?

•• Weather forecast Weather forecast 

•• Volcanic/Volcanic/sismicsismic activitiesactivities
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LeurrLeurréé.com.com

•• This This projectproject aimsaims atat deployingdeploying the the veryvery samesame
honeypotshoneypots in a large in a large numbernumber of diverse of diverse 
locations.locations.

•• EarlyEarly resultsresults demonstratedemonstrate the the complementaritycomplementarity
of of thisthis approachapproach to to soso--calledcalled Internet Internet telescopestelescopes
and and DarknetsDarknets..

•• You You cancan seesee thisthis as a simple, as a simple, widelywidely distributeddistributed, , 
fine fine grainedgrained network monitoring systemnetwork monitoring system

•• PartiallyPartially fundedfunded by the French ACI Security by the French ACI Security 
namednamed CADHO  ( CADHO  ( seesee acisi.loria.fr)acisi.loria.fr)
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CADHO:CADHO: Collection and Analysis Collection and Analysis 
of Data from of Data from HOneypotsHOneypots
•• Joint work with CERT/RENATER, FranceJoint work with CERT/RENATER, France
•• Joint work with LAAS/CNRSJoint work with LAAS/CNRS

•• Complete this preliminary study on HighComplete this preliminary study on High--
Interaction Interaction HoneypotsHoneypots in a largein a large--scale scale 
network of combined interactions.network of combined interactions.
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35 35 platformsplatforms, 20 countries, 5 continents, 20 countries, 5 continents
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In Europe In Europe ……
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WinWin--Win Win PartnershipPartnership

• The interested partner provides …
•One old PC (pentiumII, 128M RAM, 233 

MHz…),
•4 routable IP addresses,

• EURECOM offers …
•Installation CD Rom 
•Remote logs collection and integrity check.
•Access to the whole SQL database by 

means of a secure web access.
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ConclusionsConclusions

•• The more The more platformsplatforms wewe getget, the , the betterbetter the the 
analysisanalysis wewe cancan carry out.carry out.

•• AssumptionsAssumptions made by Internet made by Internet telescopestelescopes do not do not 
alwaysalways holdhold..

•• ThreatsThreats are are changingchanging..
•• AttacksAttacks are as are as frequentfrequent as as beforebefore but but trytry to to staystay

more more stealthystealthy..

•• You You shouldshould joinjoin ourour distributeddistributed platformplatform !!!  !!!  
–– Contact :Contact : pouget@eurecom.frpouget@eurecom.fr
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Thank you  for your attention !

Questions? 


