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A computer cani proevide multiple services tor multiple
USErS '

Users canlogini o) a computer through netwerk

Security mng. costs increase

IHardl te) protect computers firemi malicious access
completely

Masguerade detection



False Positive Hilt
Reszanchers Appreaches
[Rate Rate
Unigueness 1.4% 30.4%
Bayes one-step Markoy 6.7% 69.3%
Hybrid multistep Markoy 3.2% 49,8%
Schenlau et al. _
Compression 5.0% 34.2%.
Sequence Matching 3.7% 36.8%
IPAM 2.7% 41.1%
M axion and Naive Bayes|(updating) 1.3% 61.5%
Tlewnsend Naive Bayes (nojupdating) 4.6% 66,2%
: SVMI-lbased approach
Kim and Cha _ . 9.7% 80.1%
withveting
Okaet al. ECM 2.5% 72.3%




Conventional researches; have
attempted to Improve: the
aCCUrACY/ rate

Users™ hehaviorsiwould change
WIth time

2

ECM
False Positive 2.5%
Hit Rate 72.3%
ROC Score 0.918
Training cost | 1046.37 min.
Detection cost | 22.13 sec.
CPU Xeon 3.2GHz
Memory Size 4GB




e herrew the same: data
a [ercompare results with conventionaliwork

e berrew ECM
s Low false positive rate
s High hit rate
= High ROC score

e exploit SV

s Low training cost
s Adapt te changes off USers’ hehaviors
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Userl : cd Isless Is lesscd Is cd cd Is
User?2 : emacs gce gdb emacs Is gec gdb Is Is emacs
Userd:  mkair cp cd Is cplIs cp cp cp cp
"Ry N B —
cd Is less less cd Iscd cd Is

Srength of correlation of Isand less ~ 2+1=3



Userl : cd Isless Is lesscd Is cd
Usar?2 : emacs gec gdlb emacs Is gec gdbp s
Usar3: mkdir cp cd Is «cp Is cp cp

cd
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emacs
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gdb
mkdir
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Legitimate training data
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Co-occ. Matrx. generation L [Mraining data

SV feature vectr. generation v

: Co-occ. Matrx. Gen.
SVIVI proecessing
Results

Refinement Co-occ.
Matrx.

\ 4

|
|
u Feature vectr.

i o
SVM training
model
Sl e




Our method

. (lvased oni 2-class SVIVI)
2.5% S0%
72.3% 1204%
0,918 0926
Xeon 3.2GHz PentiumiliFL 4G Z
4GB S12MIB
1046.37 min. 117,35 z=c.
22.13 sec. 0,04 sec.




ECM

Our method
(lbased on 2-class SVIVI)

False Positive

Hit Rate Almost the same
ROC Score
CPU Xeon 3.2GHz PentiumiliFL 4G Z
Memory Size 4GB S12IVB
Iraining cost 1046.37" min. 117,35 zec
[Detection cost 22.13 Sec. 0.04" sec.




ECM Our method
(lbased on 2-class SVIVI)
[False Pesitive 25 0%
Hilt Raie 72.8% 1204%
ROC Score 0,918 0),92¢
CPU ( :
_ With lower power machine
Miemoeny Size
Training cost 1046.37 min. 117,35 zec
[Detection cost 22.13 Sec. 0.04 sec.




ECM Our method
(lbased on 2-class SVIVI)
Ealse Positive 2.9% 3.0%
Hit Rate 72.3% 1204%
ROC Score 0,918 0926
CPU Xeon 3.2GHz PentiumiliFL 4G Z
Memory Size 4GB S12IVB
Training| cest

Detection cost




Cornoerisor wWitr) ECM

Our method
/)

=@\

False P With lower power machine

Training cost:535times smaller

Detection cost:553times smaller

@ Achieved almost the same good charac. 7z

Tiramning cost | 1046.37 min. 14 &3¢ S

[Detection cost 22.13 sec. 0.04 sec.




Orllifig toclzie

2 o runprtne system a.s.a.p: even iwe don‘t have
Eneugn amoeuni: el data for traming

& o adapt changes of USErs ERaviors

|

*Our proposal is with low comput. cost

*Online update of training model
By modifying application of the data




2-class vs. 1-class
m Data: 2-class > 1-class
m Cost: 2-class > 1-class

m Aceuracy: 2-class > 1-class

We loek them concretely By experments



20 blks. | 30blks. | 40 blks. | 50 blks.
(4K0]00]0) N M (1£510]0]0) IS N ¢20/0/0]0) N BN (2510/0/0)
60 6% %0 S0

65%0 69% 660 12.74%
0.69 0:90 0.91 0.95
43.86'S 09.53s | 89.60s | 107.30s
3.36S 7.04s 6.90'S 10.08's

0.04's




20 blks; 30 blks. | 40 blks. | 50 blks.
(10000) (1510]0/0) I (2/0/0/0]0) N BN (22510/0)0)
68Y%6 69% 68% 12.74%
0,89 090 0.91 0,98
43,86)'S 59.53/S 89.6bs | 107.30s
3.36 S 7.04's 6.90 s 10.03 s

0.04's




2 trained 20blks. | 30blks. | 40 blks. | 50 blks.
commands (10000) | (15000) | (20000) | (25000)
False Positive
Hit Rete
ROC Score 0.89 0)120) 0.91 0.93
Updaie costs 43.86s | 5953s | 89.65s | 107.30s
SV M raining It o1
costs
Detection cost 0.04 s




30 blks.

2 trained 2011ksS; 40 blks. | 50 blks.
commands (10000) | (15000) | (20000) | (25000)
I=alse Positive improved
Hit Rete improved
ROC Score improved
Updaie costs 43.86s | 5953s | 89.65s | 107.30s
AU . o s dooes
costs
Detection cost 0.04 s




20 blks. | 30blks. | 40blks. | 50 blks.
(200)0)) (3000) (4000) | (5000)
2% 8% 7% 6%

68% 64% 64% 62.77%
0,85 0.86 0,87 0.88
0.88s 1.53s 1.79 s 2.15s
0.17's 0.16's 0.22's 0.27s

0.04 s




A trained 20blks. | 30blks. | 40blks. | 50 blks.
commanads (£0/0)0)) (3000) (4000) (5000)
Hit Rate 68% 64% 61% 62.77%
ROEC Score 0.85 0.86 0.87 0,88
Update costs 0.88's 1.53s 1.79IS 2.15's
> '\gotgf;”i”g 017s | 018s | 022s | 027s
Detection cost 0.04 s




# trainead
commands

20llks:
(2000)

30 blks.
(3000)

40 blks:

(4000)

50 biks.
(500)0))

Fal se Positive

Hit Rate 65%6 64%0 61% 62.77%
ROC Score improved
Update costs 0.88/s 1.53s 1.79 s 2.15's
> '\gotgf;”i”g 017s | 018s | 022s | 027s
Detection cost 0.04 s




2-class 1-class
20 blks. | 30blks. | 40blks. | 50 blks. 20 blks. | 30blks. | 40blks. [ 50 blks.
(10000) | (15000) | (20000) | (25000) (2000) | (3000) | (4000) | (5000)
8% &%) 5% 3% 12% 8% 7% 696
62.77
68% 69% 68% 72.74% 68% 64% 61% o
0.89 0.90 0.91 0.93 0.85 0.86 0.87 0.88
43.86s | 59.53s | 89.65s | 107.30s 0.86/s 153s 1.79's 215s
3.36s 7.04s 6.90s | 10.03s 0.17's 0.18's 0.22's 0.27's
0.04s

0.04s




Results
a Extension off ECVI withi low: compuiing CoStSs
x Avallabiliy s with online: tUpdate

EUtUrRe Work
s 0100 moere experments with other data
a0 Impreve: aceuracy. by integrating several methods

110 test: anolextend eur propesal te) other applications
ike' databases (SQL njections)



Thank you
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