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RFC 1925: The Twelve Networking Truths

* “With sufficient thrust, pigs fly just fine.”

Michael’s corollary:
“With sufficient effort, you can make your IDS work.”




The Threats Have Evolved:

Increasing Speed and Damage

Target and TIME FROM KNOWLEDGE OF
Scope of VULNERABILITY TO RELEASE OF
Damage EXPLOIT IS SHRINKING
Global Seconds
'"fras"l‘,f;‘;:; Next Gen
* Infrastructure
hacking
rogional Minutes *Hash hreats
3rd Gen worm driven
Multiple Days » Network DoS * DDoS
Networks - Blended threat  ° D:'?:géng
Weeks ZLI'Id rGei:l ces g‘é‘j’;'.:') - YITESE \rl)ir)l’Jses and
Individual acro vird . Turbo Worms worms
Networks 1st Gen * E-mail - Widespread
- Boot viruses * DoS system
 Limited hacking
Individual hacking

Computer

1980s 1990s Today Future
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Worms:

Vanishing Patch to Outbreak Window

Patch: MS04-011 May 1, 2004
Apr. 13 2004

RN -

Patch: MS03-026 Aug. 11, 2003
Jul. 16 2003

Tlme(days)

Patch: MS02-039 Jan. 25, 2003
Jul. 24 2002

Patch: MS00-078
Oct. 17 2000
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The Problem Space

Signhature management
-~ Manageability

Many different IDS approaches

°
J \.

False positives _
- Intelligence

Day-0 recognition

J \

Scale of alerts

- Complexity of decision > Performance

 Network scale

J
* Visibility (encryption, location, ...)




The Goal

4:45PM SARAH VISITS DAD'S OFFICE
5:05PM SARAH DOWNLOADS
FUNNYBUNNY.EXE 5:06PM NETWORK
KILLS FUNNYBUNNY5:14PM DAD
TAKES SARAHTO KARATE PRACTICE

Somebmes veats don'l lock Bke Owests. Theny leok B your mobde wiorkers, pour ealas depaitmant o pour CFO's dausghiar Even fhe mnocent
= of downlcadng & 1le—one thal ook b:-nlnl,l other, bt is 'h-: compi—=n ceam & coady m.ﬂl:l,ll:r'ammmcmnl-:.llw I braness
uﬂJrﬂt-r-:hl,*:E-ul'-w.'dn.-llt:-u-:h-rm:lg 1 Fweais that Ehe e shapa of pmducive smplomen’ & rebwork with inlsgeied sacorily
tan detect and comdaim pobantal n'l-:nr:-l:rm.' n:m::h:-}nn-s'ﬁhl @ TRyTE WErmE, I'n:-hn ever wel-meaning humans
Sacir iy thafa sbout prvvenbon. I'.I-:tr-;nchm Tolsar nrmeoie ahimit how Cisco @ halp plan, Sasign and mplemant pour network seouiny, Welt

croocomtssamnrayy. EELF-DEFENDING N ETWORKE PROTECT AGAINET HURAN MATURE.

- Manageability —-> Automation
* Intelligence - Correctness

 Performance —> Completeness




IDS: Approaches

- Signature based (define “bad”) )
rh:‘eaendas to know attack up front; hard to + quite precise
9° - complex
- Behaviour based - slow
Complex to manage; up front config )
- Honeypots )
Good for worms and scanning, not + performant
much else > - not precise
- Statistical Analysis enough
Only detects big changes )
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Two Generic Approaches

1. Full packet / session inspection
Precision!!!
But: Mostly signature based, see next section

But: Performance required, see later

2. Header inspection: Flow based, honeypot
Statistics based > heuristics are simple
Can catch day-zero, quite efficient

But: Not precise enough!!!

‘ Probably both required!
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Manageability
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Manageability Challenges: Overview

- Different device types

Router, firewall, IDS, HIDS,
Firewall g DDoS protection,

Anti-DoS \s . honeypot, ...

fig / si t
| E=x) =en 'Spdsa:fe"sa ure > Different IDS capabilities

Routers
Honeypots

S

—-> Different management
—> Different signatures

—> Different event types

events - Scaling issues:
Updating N devices
Receiving lots of events

Host IDS .
Correlation
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Number of Events, Network Wide

Model Performance Performance
Events/Sec* NetFlows/Sec
50 7.500
500 : m
ents nd
e of ef\—’ﬂow < seco
10;000s © 5.000
L
5000 150,000
10,000 300,000
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Intelligence
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Process for Accurate Threat Mitigation:

Rating Alarms for Threat Context

EVENT How urgent is
SEVERITY the threat?

4
SIGNATURE

®. Edit Event Action Override

How prone to

FIDELITY
ATTACK Is attack relevantto™s, | : o
RELEVANCY host being attacked? £ Masimum
ASSET VALUE How critical is this
OF TARGET destination host? —
- Clustomizabie RisK R&tii’lﬁ Thresnoids :
D':I\-’es i 0D <RR <35 Alarm
RISK RATING === Mitigation =y | 05275 000 Packets
Policy 25 < RR < 100 Diop Packet

Your job to define. Network wide.
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Process for Accurate Threat Mitigation:

Integrated Event Correlation

On-Box Correlation Allows
Adaptation to New Threats in
Real-Time without User Intervention

RISK
RATING
A+B+c+D=worm DROP
Event * Links lower risk
HIGH @ D- worm events into a high risk
o Stopped! meta-event, triggering
prevention actions
Event A Evinth Event D Model tack
MEDIUM * Models attac
O Q O behavior by
correlating:
LOW Event type
Time span
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Example for Increasing Complexity:

Obfuscation

IDS looking for “..\” to detect attacks like:
.- \WINNT\SYSTEM32\CMD.EXE
IDS needs to look for “\”’:

“\or/

* %5¢ (%5C is hexa code for\)

* %255c¢ (%25 is hexa code for %)

* %%35¢ (%35 is hexa code for 5) Double decode !
* %%35%63 (%63 is hexa code for c)

* %c0%af (using Unicode)

‘ IDS must parse! > Complex!
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By the way...

- How do you upgrade from IDS to IPS?

Intrusion Detection Intrusion Prevention

s/D/P/
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Performance
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Performance: Goal

* Inspect:

Each packet header

Network Speed
Each packet payload Development:

At full line rate

 Checks:

against 1000s signatures

do virtual reassembly Complexity a
be stateful (track connections) Development:

application awareness

... $0: “just build faster chips!”
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Silicon Industry Challenge

10000
1000
Moore's law
x2/18m
100 - Silicon speed
x1.5/18m
10
DRAM access rate x1.1/18m
1 \ \ \ \

D 0 NP PO O DD >
SR A A X YR S S S
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Silicon Industry Challenge

10000
Router Capacity
x2.9/18m T
1000
Moore's law
x2/18m
100 - Silicon speed
x1.5/18m
10 -
DRAM access rate x1.1/18m
1 ———— | | |
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Silicon Density — Touching the Limits

Intel Pentium 4

R TR ] P o m
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Silicon Density and Moore’s Law

Basic CMOS inverter

I ;

out
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ASIC Feature Size Evolution
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Biggest Scaling Issue: Power!

The constraints of ‘standard’ cooling and packaging of
networking systems are very significant...

Source: Intel datasheets
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CRS-1 System Mechanical

Line Card Chassis Overview—Full Rack Unit

Slots (Midplane design):
Front
16 PLIM slots
2 RP slots + 2 Fan Controllers
Back
16 LC Slots
8 Fabric cards

Dimensions:
23.6” W x41*” D x 84” H

Power: ~12 KW (AC or
* Weight: ~ 707kg
Heat Dis.: 33000 BTUs (AC

DC)

*For standalone Chassis Depth = 35” (no fabric chassis cable management)
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But: Efficiency is Still Increasing!!

Resources for a 1 Terabit Router

10000 - Floor S _
Bt i Hardware design
99.4 M Heat Dissipation Is still improving!!
1000 | (KW)
100-
10-
- sHeat [()Ii(svsvi;)ation
1 “Ean

7513 12012 12016 HFR
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Scaling Performance

Not just “faster, faster, faster”

Need new approaches for h/w and s/w

Distribute processing:

Host — switch — edge router — core router

Each device what it knows best

But: Challenge in Management!
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So What Now?
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So, Host IDS is “the” solution, right?

* Performance distributed

* Encryption not an issue > Sounds ideal,
. Stateful doesn’t it?!?
* Application awareness J

: g

Can you trust the host?

- may be subverted

- User might switch HIDS off / bypass it

- Service Provider Case: no control over host!




Ways Forward for Intrusion Detection

Distribute processing

Host, router, access switch, honeypot, ...

More “intelligence”

Innovative, simple, approaches

Evolve management
Distributed, “intelligent”

Combine approaches

Signature based, flow based, behaviour based, ...

... more research needed!
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Summary

- Today:
Need expert to operate IDS!

Significant effort (opex) required to make IDS useful

* Work needed to:

Make network wide IDS manageable

Increase intelligence - low false positive, negative

- Tomorrow:
Self-updating
Self-correlating

Self-defending
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